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(SEMESTER SYSTEM) 

 

*Refer to Generic Components Common to all B.Voc. Courses 

Job Role: Field Technician-Computing and Peripherals 

** Summer Industrial Training of 4-6 weeks in a relevant Industry after 2nd Semester 

Examinations during summer break. Training report by the student to be submitted within in one 

week of start of 3
rd

 Semester. Viva-Voce examination to be held within 3-weeks of the start of 3
rd

 

semester 

Semester I 

Paper 

Code 

Title Generic/ 

Skill 

Component 

Theory/ 

Practical 

Internal 

(Theory) 

External 

(Theory) 

Internal 
(Practical) 

External 
(Practical) 

Credit





 

 

*Refer to Generic Components Common to all B.Voc. Courses 

**Winter Industrial/ In-house Training of 2-3 weeks done after 5th Semester Examinations and 

before start of 6th semester.Training report by the student to be submitted within in one week of 



 

B.Voc. (HARDWARE AND NETWORKING)   Semester: I 

Paper Title: COMMUNICATION SKILLS  Paper Code: *GEN 101 Credits: 6 

 

Job Role: Field Technician-Computing and Peripherals 

 

Objective: The objective of this paper is to develop communication skills, discover what business 

communication is all about and learn how to adapt the communication experiences in life and to the 

business world.  

  

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising two questions from each unit, including 

Question No.1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

 

UNIT-I 

Introduction to Communication: Need for Effective Communication, The Process of Communication, 

Levels of communication, Flow of communication, Use of language in communication, Communication 

networks, Significance of technical communication, Barriers to Communication, Types of barriers, 

Miscommunication, Noise, overcoming measures.  

UNIT-II 

Verbal Communication: Planning, Preparation, Delivery, Feedback and Assessment of  

Activities like –Public Speaking, Group discussion, Presentation Skill, Audio-Visual Aids,  

Personal interview. Non-Verbal Communication: Body Language, Personal Appearance, Posture, 

Gestures, Facial Expressions, Positive attitude formation, Process of attitude formation, How to build a 

successful attitude. 

 



 

UNIT-III 

SWOT analysis: Self-management techniques, Self-image and Self-esteem, Building self-confidence, 

Power of irresistible enthusiasm, Etiquettes, Etiquettes in Social as well as Office Atmosphere, Telephone 

Etiquettes, E-mail Etiquettes, etiquettes and manners. Importance of listening and responding. 

UNIT-IV 

Report Writing: Business reports: Types, Characteristics, Importance, Elements of structure, Process of 

writing, Order of writing, the final draft, check lists for reports. Business.Correspondence: Inviting 

quotations, Sending quotations, placing orders, Inviting tenders, Sales letters, claim & adjustment letters 

and social correspondence.  

Suggested Resources for Reading: 

1.  ‘Management: A Global and Entrepreneurial Perspective’, by Heinz Weihrich, Mark.V.Cannie, 

Harold Koontz., Tata McGraw Hill Publication   

2. ‘Developing Communication Skills’ by Krishmohan and Meera Banerjee, Macmilan India Ltd.  

3. ‘Business Communication’ by Krizan, Merrier, Jones, Thomson Learning - 6thEdition 

•
‘Communication Skills’ by Sanjay Kumar &PushpLata, Oxford University Press  

 

References Resources: 

1. ‘An Approach to Communication Skills’ by Indrajit Bhattacharya, Delhi : DhanpatRai 

2. ‘Introduction to Psychology’ by Atkinson and Hilgard’s, Edward E. Smith, Susan Nolen-

Hoeksema, Barbara Fredrickson, Geoffrey Loftus   

 

 

********* 

 

 

 

 

 

 





 



 

Paper Title: COMPUTER HARDWARE Paper Code: HWN-103 Credits: 6 

 

Job Role: Field Technician-Computing and Peripherals 

 

Objectives: Hardware Fundamentals enable the students to learn about hardware technologies, their 



 

formatting and deleting partitions using DISKPART in Command Prom



 



 

UNIT-IV 

IP address: Introduction, IP address format, classes of IP Address, subnet address, Configuration of IP 

Address in PC, Configuration of IP address in Switch, configuration of Wireless Devices, Access Points 

Network Interface card (NIC): working principle of NIC, MAC Address, User Management: overview of 

user account, managing user account and password security: adding user, setting and changing password, 

changing picture of user, deleting the user, setting account restriction for the user, renaming a local 

account. 

Practical based on HWN-104 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts 

and marks will be submitted to Panjab University. 

 

Suggested Resources for Reading: 

1. Tannenbaum, A.S., 2003: Computer Networks, Prentice Hall. 

2. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 

3. Stallings, William, Local and Metropolitan Area Networks: Macmillan Publishing Co. 

References Resources: 

1. Black: Data Network, Prentice Hall of India. 

2. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

3. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

 

 

************ 

  



 



 

UNIT-IV 

Working on Hub and Switch: Types of Hub: Active Hub, Passive Hub and Intelligent Hub, Types of 

switches:  Unmanaged Network Switches, Managed Switches, Smart Switches. 

Setting up of network: UTP cables, Switch, LAN tester, Switch Rack, Patch Panel, Cable Manager, Cable 

tagging, I/O box, I/O face plate, patch cords, connectors, terminals. 

 

Suggested Resources for Reading: 

1. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

2. Cisco Networking Essentials, Author: mcmillan, troy|author; John Wiley & Sons 

3. Vikas Gupta, Comdex Hardware and Networking Course Kit, 1st Edition, Dreamtech Press 

4. Crypto and Network Security, 3rd Edition, Mcgraw Hill Education 

References Resources: 

5. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

6. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 

 

 

*************** 

 

 

 

 

 

 

 

 



 



 

UNIT III 

Introduction to Personality-Basic of Personality, Human growth and Behaviour, Theories in Personality, 

Motivation; Techniques in Personality development – Self-confidence, Mnemonics, Goal setting, Time 

Management and effective planning, Techniques in Personality Development-Stress Management, 



 

Paper Title: BUSINESS ETHICS  Paper Code: GC-202        Credits: 6 

 

Job Role: Field Technician-Computing and Peripherals 

 

Objectives: The objective of this paper is to familiarize the students with the importance of ethics in 

business and understanding of issues related to corporate social responsibility and corporate governance. 

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

UNIT 1 

Business Ethics: Meaning and Concept, Principles of Business Ethics, Characteristics of Ethical 

Organisations, Theories of Business Ethics. 

UNIT-II 

Globalization and Business Ethics, Stakeholder’s Protection, Corporate Governance and Business 

Ethics.Ethical Issues in Indian Business. 

UNIT - III 

Professional Values: Objectives, Morals, Values, Ethics, Integrity, Work ethics, Service learning, Virtues, 

Respect for others, Living peacefully, Caring, Sharing, Honesty, Courage, Valuing time, Cooperation, 

Commitment, Empathy, Self-confidence, Challenges in the work place, Spirituality. 

UNIT - IV 

Corporate Social Responsibility: Social Responsibility of business with respect to different stakeholders, 

Arguments for and against social responsibility of business, Social Audit, Corporate Social Responsibility 

and Corporate Governance. 

Suggested Resources for Reading: 

1. J.P. Sharma, Corporate Governance, Business Ethics & CSR, Ane Books Pvt. Ltd., Nee Delhi. 





 



 

Practical based on HWN-203 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 

Suggested Resources for Reading: 

1. Mathur Rajiv, 1996: Learning Word 6 for Windows Step-by-Step, Galgotia. 

2. Mathur Rajiv, 1996: Learning Excel 5 for Windows Step-by-Step, Galgotia. 

3. Jamsa, Kris A., 1993: Rescued by Windows 3.1, Galgotia. 5. Basandra, S.K., 1995  

References Resources: 

1. Computers Today, Galgotia. 

2. Kasser, Barbara, 1998: Using the Internet, PHI, 4th ed., New Delhi. 

3. Wall, David A. & Others, 1996: Using the World Wide Web, PHI, 2nd ed., New Delhi. 

 

********** 

 

 

 

 

 

 

 



 

Paper Title: COMPUTER HARDWARE AND TROUBLE SHOOTING 

Paper Code HWN-204                            Credits: 6 

 





 



 

UNIT- IV 

Switch connectivity:  Managed and unmanaged switch, Basic configuration of switch, mac filtering, IP 

address configuration, DNS address, DHCP Mode, Admin login and Password, VLAN, backup file and 

restore settings. 

Suggested Resources for Reading: 

1. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

2. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

3. Tannenbaum, A.S., 2003: Computer Networks, Prentice Hall. 

4. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 

References Resources: 

1. Stallings, William, Local and Metropolitan Area Networks: Macmillan Publishing Co. 

2. Black: Data Network, Prentice Hall of India. 

 

 

 

*********************** 

 

 

 

 

  







 

Paper Title: E-COMMERCE Paper Code: GC 302    Credits: 6 

 

Job Role: Network Support Engineer 

 

Objective: The objective of this paper is to provide fundamental knowledge to the students about E-

Commerce so that they can better perform in any area of operation and can excel in the field of commerce 

with IT specialization.  

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 



 

UNIT-IV 

Enterprise Resource Planning: The Emergence of ERP Systems, Business benefits of ERP, ERP Modules 

and design alternatives, challenges of ERP implementation, Business Process Re-engineering, ERP 

system development process. Regulatory aspects of E-commerce. 

Suggested Resources for Reading: 

1. 



 

Paper Title: WINDOWS OPERATING SYSTEMPaper Code: HWN-303     Credits: 6 

 

Job Role: Network Support Engineer 

 

Objective: This course enables students to understand the concepts of Operating System. After the 

completion of this paper, student will be able to manage various processes, files and folders on the disk 

and desktop with effective outcome. 

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and 



 

printer, Adding printers. Working with fonts: changing, removing, adding, customizing mouse and 

keyboard use. 

UNIT- IV 

System properties and the device manager Management tools, DOS sessions, Explorer, Memory 

configuration, Safe mode Install and uninstall applications, Setup/troubleshooting issues. Maintaining and 

optimizing disks: Disk Cleanup, Disk defragmenter, Compressing and uncompressing folders and files. 

Encrypting and decrypting folders and files. 

Practical based on HWN-303 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

Suggested Resources for Reading: 

1. Jamsa, Kris A., Rescued by Windows 3.1, Galgotia.  

2. Basandra, S.K., Computers Today, Galgotia. 

3. Mathur Rajiv, Learning Word 6 for Windows Step-by-Step, Galgotia. 

4. Mathur Rajiv, Learning Excel 5 for Windows Step-by-Step, Galgotia. 

References Resources: 

1. Darril Gibson, Microsoft Windows Networking Essentials 1st Edition. 

 

********* 

 

 

 

 

 



 

Paper Title: ROUTING & SWITCHING        Paper Code: HWN-304           Credits: 6 

 

Job Role: Network Support Engineer 

Objective: This course provides an integrated and comprehensive coverage of networking topics from 

fundamentals to advanced application and services, it enable the students to enhance career development 

skill in the field of networking. 

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

UNIT- I 

Router: Introduction, components of routers, Types of Routers: Broadband Routers, Wireless Routers, 

Edge Router, Subscriber Edge Router, Inter-provider Border Router, Core Router, Wired and Wireless 

Routers. Functions of routers, router modes, Configuration of Router: names, passwords, password 

encryption, interfaces name, creating a login banner, saving configuration and erasing configuration. 

UNIT-II 

Routing: Introduction, Types of routing: static and dynamic routing, Static routing: Configuring a 

static route, permanent keyword, static routes and administrative distance, configuring default route. 

Dynamic routing: Dynamic Routing Protocols: RIPv1, RIPv2, IGRP, EIGRP and OSPF. Delivery 

Semantics: unicast, anycast, multicast, broadcast, geocast. Configuring and Verifying RIP, IGRP, OSPF, 

EIGRP. 

UNIT-III 

Switch: introduction, roles of switches in network, types of switches: managed and unmanaged switch. 

Working of switch in different layers. Configuration of Switch: Command Mode, Setting Host Names, 

Setting Passwords, Setting IP Addresses and Default Gateways, Setting Operational Speed, Switch Port 

Security, Sticky MAC Addresses. 

 



 

UNIT- IV 

Switching: Introduction, Switching Services, Bridging vs LAN Switching, Switch Functions at Layer 2, 

Definition of Spanning Tree Protocol (STP), Operations of STP, STP Port States, Definition of VLAN, 

Typing of VLAN: Static and Dynamic, VLAN Identification Methods, VLAN Trunking Protocol (VTP), 

VTP Modes of Operation, Routing between VLANs, Configuring Inter-VLAN Routing. 

Practical based on HWN-304 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

Suggested Resources for Reading: 

1. Lacoste, CCNP Routing and Switching TSHOOT 300 - 135: Official Cert Guide, Pearson India 

2. Todd Lammleccna, Routing and Switching Study Guide, Wiley India Pvt Ltd 

3. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

4. Mcmillan,Cisco Networking Essentials, Author:  John Wiley & Sons 

References Resources: 

1. Vikas Gupta, Comdex Hardware and Networking Course Kit, 1st Edition, Dreamtech Press 

2. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

3. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 

 

********* 

 

 

 

 

 

 





 

 

UNIT-IV 

Configure and verify inter VLAN routing (Router on a stick), sub interfaces, upstream routing, 

encapsulation, Configure SVI interfaces, Manage Cisco IOS Files, Boot Preferences, Cisco IOS Images 

(15), Licensing, Show license, Change license, Configure and verify EIGRP (single AS), Feasible 

Distance/Feasible Successors/Administrative distance, Feasibility condition, Metric composition, Router 

ID, auto summary, Path Selection, Load Balancing, Unequal, Equal. 

 

Suggested Resources for Reading: 

1. Lacoste, CCNP Routing and Switching TSHOOT 300-135: Official Cert Guide, Pearson India 

2. Todd Lammleccna, Routing and Switching Study Guide, Wiley India Pvt Ltd 

3. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

References Resources: 

1. 



 

B.Voc. (HARDWARE AND NETWORKING)   Semester : IV 

Paper Title: ENVIRONMENTAL STUDIESPaper Code: * GEN 401 Credits: 6 

 

Job Role: Network Support Engineer 

Objective: The objective of the paper is to understand the basic concepts of the natural environment, to 

identify the different sources of pollution and their related effects, and to have awareness about the 

conservation strategies and laws followed in India.  

Instructions for Examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

 

UNIT-I 

Basics of environment:Introduction, concept of biosphere—lithosphere, hydrosphere, atmosphere. 

Ecology, types of ecosystems, natural resources-types, importance, conservation.  

UNIT-II 

Renewable and non-renewable resources.Concept of sustainable development. Biodiversity: Definition, 

hotspots, national parks, biosphere reserves, wildlife sanctuaries.  

UNIT-III 

Pollution: Air, water, soil, noise and marine, Natural and anthropogenic sources of pollution. Effects of 

different types of pollutions Primary and secondary pollutants.Radioactive and thermal pollution. Acid 

rain 

 

 

 



 

UNIT-IV 

Global environment issues: Ozone depletion, global warming and climatic change. Environmental 

conservation strategies and projects in India, Ganga action plan, Yamuna action plan, Project tiger etc. 

Environmental laws in India.  

Suggested Resources for Reading: 

1. ‘Ecology - Principles and Applications’ by Chapman and Reiss, Cambridge University Press, 

Cambridge, U.K., 2004  

2. ‘Basic Environmental Biotechnology’ by G.E. Omenn, Plenum Press, N.Y., 1987.  

3. ‘Environmental Challenges and Solutions’ by Robert Jr. Cabin.  

References Resources: 

1. ‘Global Environmental Change and Land Use’ by H.J.T.M Harmaan, Jan Verhagen, C.A. Rovers, 

Springer, 2003.  

2. ‘A Textbook of Environment Science’ by Thakur Vidya, Scientific Publishers, 2012. 
•
‘Living in 

the Environment: Principles, Connections, and Solutions’ by Jr., G. Tyler Miller, Brooks Cole.  

 

 

 

********** 

 

  



 



 

Suggested Resources for Reading: 

1. Project Management - Choudhary - TataMcGraw Hill Pub. 

2. Project Management: The Managerial Process (Special Indian Edit.) -Clifford F Gray, Oregon 

State University. 

References Resources: 

1. Projects: Planning, Analysis, Selection, Financing, implementation and Review -Chandra, 

Prasanna. 

 

 

 

********** 

  



 

Paper Title: WINDOWS SERVER ADMINISTRATION     Paper Code: HWN-403                        

Credits: 6 

 

Job Role: Network Support Engineer 

 

Objective: The objective of this paper is to provide practical knowledge to the students about the 

Network Server. This course is meant to examine Windows Server while giving maximum learning 





 

Paper Title: NETWORK ADMINISTRATION & TROUBLESHOOTING    

 

Paper Code: HWN-404   Credits: 6 

 

Job Role: Network Support Engineer 

Objective: The goal of this course is to train students to an exceptionally high standards in network 

planning, implementation, administration and support. 

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

UNIT-I 

Backing UP and Restoring IOS Software and Configuration: Boot system commands, IOS file system, 

backing up configuration to a TFTP server, restoring configuration to a TFTP server, backing up the IOS 



 

UNIT-IV 

Security Device Manager: SDM connecting with CLI and GUI, SDM Express Wizard with no CLI pre-

configuration, resetting the router to factory defaults, SDM user interfaces, configuration routing using 

SDM, SDM monitor mode, SDM to configuration a router as a DHCP server & client, SDM 

configuration NAT/PAT. 

Practical based on HWN-404 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

Suggested Resources for Reading: 

1. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

2. Cisco Networking Essentials, Author: mcmillan, troy|author; John Wiley & Sons 

3. Vikas Gupta, Comdex Hardware and Networking Course Kit, 1st Edition, Dreamtech Press 

4. Crypto and Network Security, 3rd Edition, Mcgraw Hill Education 

References Resources: 

1. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

2. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 

 

********** 

 

  



 

Paper Title: SWITCHING CONFIGURATION & NETWORK CONNECTIVITY  

Paper Code: HWN-405                               Credits: 6 

 

Job Role: Network Support Engineer 

Objective: Switching technology provides an integrated and comprehensive coverage of networking 

topics from fundamentals to advanced application and services, while providing opportunities for hands 

on practical experiences and career skill development. 

Instructions for examiner: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 10 marks. 

4. Practical file carries 10 marks and 40 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

UNIT-I 

IP Services: Configure and verify DHCP (IOS Router), Configuring router interfaces to use DHCP, 

DHCP options (basic overview and functionality), Excluded addresses, Lease time, Describe the types, 

features, and applications of ACLs, standard (editing and sequence numbers) extended, named, 

numbered, Log option. Configure and verify ACLs in a network environment, named, numbered, Log 

option, Identify the basic operation of NAT, purpose, pool, static, 1 to 1, overloading, source addressing, 

one way NAT, Configure and verify NAT for given network requirements.  

UNIT-II 

Configure and verify NTP as a client. Recognize High availability (FHRP), VRRP, HSRP, GLBP, and 

Configure and verify syslog, Utilize Syslog Output, Describe SNMP v2 and v3. LAN Switching 

Technologies: Determine the technology and media access control method for Ethernet networks, Identify 

basic switching concepts and the operation of Cisco switches: Collision Domains, Broadcast Domains, 

Ways to switch, Store, Forward, Cut through, CAM Table.  

  



 

UNIT-III 

Configure and verify initial switch configuration including remote access management: Hostname, 

management IP address, IP default-gateway, local user and password, enable secret password Console 

and VTY logins, exec-timeout service password encryption, copy run start, Verify network status and 

switch operation using basic utilities such as: ping, telnet, SSH. Describe how VLANs create logically 

separate networks and the need for routing between them, Explain network segmentation and basic traffic 

management concepts, Configure and verify VLANs.    

UNIT-IV 

Configure and verify trunking on Cisco switches: dtp (topic), auto-negotiation, Identify enhanced 

switching technologies: RSTP, PVSTP, Ether channels, Configure and verify PVSTP operation: Describe 

root bridge election, Spanning tree mode. Configure and verify Switch Port Security: Sticky mac, MAC 

address limitation, static/dynamic, violation modes, err disable, shutdown, protect restrict, shutdown 

unused ports, err disable recovery, assign unused ports in unused VLANs, putting Native VLAN to other 

than VLAN 1. 

Suggested Resources for Reading: 

1. Lacoste, CCNP Routing and Switching TSHOOT 300 - 135: Official Cert Guide, Pearson India 

2. Todd Lammleccna, Routing and Switching Study Guide, Wiley India Pvt Ltd 

3. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

4. Mcmillan,Cisco Networking Essentials, Author:  John Wiley & Sons 

 

References Resources: 

1. Crypto and Network Security, 3rd Edition, Mcgraw Hill Education 

2. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 

 

 

 



 

B.Voc. (HARDWARE AND NETWORKING)   Semester : V 

 

Paper Title: - Critical Thinking and Elementary Statistics  Paper Code: * GEN 501 Credits: 6 

Job Role: Network Administrator 

Objective: The objective of the paper is to provide knowledge to student about basics of statistics and to 

inculcate the habit of critical thinking.  

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 



 

Suggested Resources for Reading: 

• Chou-YaLun: Statistical Analysis, Holt, Rinchart and Winslon.   

• Levin, Richard I. & David S Rubin: Statistics for Management, Prentice Hall of India, Delhi.  

References Resources: 

1. Aczel, Amir D.: Complete Business Statistics, Irwin.   

********* 

 

  



 

Paper Title: INTRODUCTION TO RESEARCH METHODOLOGY AND REPORT WRITING     

Paper Code: GC 502                                                  Credits: 6 

 

Job Role: Network Administrator 

Objective: The objective of the module is to familiarize the students with basics of research methodology 

like types of research, data collection, sampling techniques and report writing. 

Instructions for examiner: 

            1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, 

including Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

 

UNIT I 

Research - Meaning, Characteristics, Types, Process and Utility,. Research Design - Meaning, Types and 

Features of good research design. Qualitative and Quantitative research.Importance of review of 

literature.The research proposal. 

 

UNIT II 

Primary and Secondary data.Methods of data collection. Measurement and scaling,  Designing of 

Questionnaire and schedule. 

UNIT III 

Sampling Design and Sampling procedure. Sampling and non-sampling errors.Data analysis and 

interpretation.Role of computers in research. 

 

UNIT IV 

Business Reports and Proposals: Introduction, Meaning a Report? Steps in Writing a Routine Business 

Report, Format of Proposals, Four Key Elements in Winning Business Proposals; Case Studies.  

  



 

 

Suggested Resources for Reading: 

1.  ‘Research Methods and Techniques’ by C.R. Kothari, Eastern Wiley Publications. 

2. ‘Business Research Methods’ by A. Bryman, and E. Bell, Oxford University Press, New York. 

 

References Resources: 

 

1. ‘Research Methodology A Step by Step Guide for Beginners’ by R. Kumar, Pearson 

Education. 

 

 

 

*********** 

  



 

Paper Title: LINUX OPERATING SYSTEM     Paper Code: HWN-503           Credits: 6 

 

Job Role: Network Administrator 

Objectives: This course enables students to get familiar with Linux system, its commands, files & 

directories, shell programming, and system administration. Student will learn to Work in the Linux 

environment and administrate the Linux machine. 

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. 



 

Communication: The bulletin board –news, write, mesg, talk, mail, elm, pine, finger, vacation and 

connecting to remote machine.  

UNIT -IV 

System administration Common administrative tasks, identifying administrative files – configuration and 

log files, Role of system administrator, Managing user accounts-adding &deleting users, changing 

permissions and ownerships, Installation of Linux system– Linux Installation requirement, complete 

Procedure steps, Partitioning the Hard drive, System startup and shut-down process, init and run levels. 

File system mounting, lpstat, backup strategy, installing software on Linux. 

Practical based on HWN-503 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

Suggested Resources for Reading: 

1. Tim Parker: Linux Unleashed, Techmedia Publishing House. 

2. Norton, P.: Complete guide to LINUX, Techmedia. 

3. Komarinski, M.: LINUX System Administration Handbook, AW. 

4. John Goerzen: Linux Programming Bible, IDG Books, New Delhi. 

 

References Resources: 

 

1. Venkateshmurthy, M.G.: Introduction to UNIX & Shell Programming, Pearson Education. 

2. Tery Dawson, Gregor N. Purdy, Linux Network Administration Guide, Oreilly. 

 

******** 

  



 

Paper Title: VMware WorkstationPaper Code: HWN-504  Credits: 6 

 

Job Role: Network Administrator 

Objective: The objective of the paper is to provide students with the knowledge of virtual machines and 

how to create the virtual machine the concepts to  manage them.  

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and 





 



 

Suggested Resources for Reading: 

1. Lacoste, CCNP Routing and Switching TSHOOT 300 - 135: Official Cert Guide, Pearson India 

2. Todd Lammleccna, Routing and Switching Study Guide, Wiley India Pvt Ltd 

3. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 

References Resources: 

1. Mcmillan,Cisco Networking Essentials, Author:  John Wiley & Sons 

2. Crypto and Network Security, 3rd Edition, Mcgraw Hill Education 

3. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media. 
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B.Voc. (HARDWARE AND NETWORKING)   Semester : VI 

Paper Title: - ENTREPRENEURSHIP DEVELOPMENT PROGRAMME  

Paper Code: *GEN 601Credits: 6 

 

Job Role: Network Administrator 

Objective: EDPs aim at training various target groups in entrepreneurial traits so that they obtain 

adequate information, motivation and guidance in setting up their own enterprises.   

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions f(of)6.912938,77d
[(I)-2.3092.6-4.1.65193( )10.30341( )-3h,77d
[(I)-2.60948(R)14.826-60948(G),,77d
[(I)-20948(R)1(I).56615(i)-c95667( h)l948(R)1(I)u15(on a)-10948(R)1(I).g:6.26274(n)ue 



 

UNIT-IV 

Rules & Regulations: Governmental Policies and formalities in setting up a unit. Basic requirements 

regarding registration, Excise, Sales Tax, Factory Act, SSI exemptions:  Licensing and Registration 

procedure; Appreciation of important provisions of Factory Act,  

Shops & Commercial Establishment Act; Sales of Goods Act, Partnership Act; Contract Act; Income 

Tax, Sales Tax and Excise rules; Insurance.  

Suggested Resources for Reading: 

1. ‘Project Engineering & Management’ by A.K. Sinha,  Vikas Publishing House Pvt. Ltd., 1983.  

2. ‘Project Planning, Financing, Implementation & Evaluation’ by U. K. Srivastava,  Indian Institute 

of Management, Ahmedabad, 1981.  

3. ‘Financial Management - An Analytical and Conceptual Approach’ by Kuchhal, S.  

C., Chaitanya Pub. House, 1982. 

4. ‘Principles of Management Accounting’ by Mohan &Goyal, Agra SahityaBhavan, 1982.  

5. ‘Management of Small Scale Industries’ by Saroja, Seth Publishers, Bombay, 1979.  

 

References Resources: 
1. ‘How to Succeed in Small Industry’ by Vepa Ram K., Vikas Publishing House, New Delhi, 

1984.  
2. Bare Acts: Central Sales Tax Act, State Sales Tax Act, Central Excise Act and Customs Act.  

3. ‘Law and Practice of Income Tax in India’ by Bhagwati Prasad, NavmanPrakashan, 1972.  

4. ‘A Text Book of Commercial Law’ by S. S. Gulshan, S. Chand & Co., 1979  

5. ‘Industrial Relations’ by B.P.Gupta,  PHD Chamber of Commerce &Inds, 1986  
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Paper Title: TOTAL QUALITY MANAGEMENT        Paper Code: GC 602              Credits:6 

Job Role: Network Administrator 

Objective: The objective of the paper is to provide knowledge to students of the concepts of total quality 

management and to inculcate among them a concern for quality and customer satisfaction. 

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and 



 

Suggested Resources for Reading: 

1.  ‘Total Quality Management’ by A.V. Feigenbaum, McGraw-Hill Publication.  

2. ‘Total Quality Management’ by J.S. Oakland, Butterworth – Hcinemann Ltd., Oxford Press.  

3. ‘Quality Management – Concepts and Tasks’ by V. Narayana&N.S.Sreenivasan,  New Age 

International.  

References Resources: 

1. Total Quality Management for Engineers’ by Zeiri, Wood Head Publishers.  

2. ‘Total Quality Management’ by James R. Evans, Cengage Learning 
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channels in W-CDMA and CDMA -2000 GPRS and higher data rates, short messaging service in GPRS 

mobile application protocols. 

UNIT IV 

Wireless land: Historical overviews of the land industry, evolution of the wan industry, wireless home 

networking IEEE 802.11 the PHY layer, Mac layer wireless ATM, Hyperlink, Hyper Lan-2 

Orthogonal frequency division multiplexing: basic principles of orthogonality single versus multi channel 

systems, OFDM block diagramOFDM signal mathematical representation. 

Practical based on HWN-603 

Instructions for practical: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 5 marks. 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 

Suggested Resources for Reading: 

1. Wireless Communications, Principles, Practice – Theodore, S. Rappaport, PHI, 2nd Edn., 2002.   

2. Wireless Communication and Networking – William Stallings, PHI, 2003. 

3. Wireless Digital Communications – KamiloFeher, PHI, 1999.  

4. Principles of Wireless Networks – KavehPahLaven and P. Krishna Murthy, Pearson Education, 

2002. 

References Resources: 

1. Wireless Communications – Andreaws F. Molisch, Wiley India, 2006.  

2. 



 

Paper Title: FIREWALL TECHNOLOGY     Paper Code: HWN-604           Credits:6 

Job Role: Network Administrator 

Objectives:This paper enable the students to learn to configure, install and administrate a firewall and 

handle functionality of firewall. 

Instructions for examiner: 

1. The syllabus of this paper has been divided into FOUR units.  

2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question  No. 1 (compulsory) of short answer type covering the whole syllabus. 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1.  

4. All questions carry equal marks. 

UNIT-I 

Firewall: Introduction, Why do we need Firewall, How Firewall works, Network Layer Firewall, 

Application Layer Firewall, Windows Firewall, Types of firewall: Hardware and Software Firewalls, 

Firewall Filtering Techniques: Packet Filter, Application Gateway, Circuit-level Gateway, Proxy Server. 

Installation of Firewall: key functions during installation, special options during installation, installing 

UTM, Basic Configuration, Backup Restoration. 

UNIT-II 

Web Admin: Web Admin Menu Button bar, lists searching in lists, dialog boxes, buttons and icons, 

object lists. Dashboard: dashboard settings, flow monitor, Management: System settings, organizational, 

hostname, time and date, scan settings, reset configuration or passwords. Web admin settings: general, 

access control, user rights HTTPs certificate, user preferences, Licensing, up2date, backup/restore, user 

portal, notifications, hardware and software requirements, status system status configuration, shutdown 

and restart. 

UNIT-III 

Definitions & Users: Network definitions, MAC address definitions, service definitions, time period 

definitions, users and groups, global settings Interfaces and routing, Network Services: DNS: global, 



 

Prevention: Global attack patterns, Anti-Dos/Flooding, Anti-Portscan, Exceptions, Advanced, Server 

Load Balancing: Balancing Rules 

UNIT-IV 

Web Protection: Web filtering: some key differences, common tasks, migration, Global, Https, Policies: 

Filter action wizard, categories, websites, downloads, antivirus, Web filter Profile: Filter profiles, filter 



 

Paper Title: IMPLEMENTATION OF ADVANCE IP ROUTING  Paper Code: HWN-605          

Credits:6 

 

Job Role: Network Administrator 

 

Instruction for examiner: 

1. Examiner will set total of four questions covering the whole syllabus. 

2. Student will attempt any three question  

3. Each question carries 10 marks. 

4. 



 

IPv6 verification plan, Configure IPv6 routing, Configure IPv6 interoperation with IPv4,Verify IPv6 

solution was implemented properly using show and debug commands, Document results of IPv6 

implementation and verification plan  

 

UNIT-III 

Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set of 

requirements: Create a redistribution implementation plan based upon the results of the redistribution 

analysis, Create a redistribution verification plan, Configure a redistribution solution, Verify that a 

redistribution was implemented, Document results of a redistribution implementation and verification 

plan, Identify the differences between implementing an IPv4 and IPv6 redistribution solution  

 

UNIT-IV 

Implement Layer 3 Path Control Solution: Create a Layer 3 path control implementation plan based upon 

the results of the redistribution analysis, Create a Layer 3 path control verification plan, Configure Layer 

3 path control , Verify that a Layer 3 path control was implemented Document results of a Layer 3 path 

control implementation and verification plan, Implement basic teleworker and branch services, Describe 

broadband technologies, Configure basic broadband connections, Describe basic VPN technologies, 

Configure GRE, Describe branch access technologies 

 

Suggested Resources for Reading: 

1. CCNP: Routing, CCIE No Kevin Wallace, Sean Odom, Todd Lammle 

2. CCNP Routing and Switching V2.0 Official Cert Guide Library, Author Kevin Wallace, David 

Hucaby, Raymond Lacoste,  Wendell Odom, Publisher CISCO System, 2014 

3. CCNP: ROUNTING and SWITCHING QUICK Reference, Author:  Denise Donohue, Brent 

Stewart, Publisher Cisco press 

4. 


