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PANJAB UNIVERSITY, CHANDIGARH 

Syllabus for One year Postgraduate Diploma in Homeland Security (Semester System) 

for the examination 2017-2018 

Objectives 

 Homeland Security occupies a unique place at the interface of national and 

international Security as well as domestic and foreign policy decision making. The principle 

issues of the Defence of Homeland includes–Border Security, preservation of critical 

infrastructure, natural and manmade disasters, Terrorism, Inter-agency coordination, 
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SEMESTER –I 

Paper-I: Concept of Homeland Security 

    M. Marks : 100 

    Theory : 80 Marks 

    Int. Assessment : 20 Marks 

    Time : 3 hours 
 

Objective: - The paper will address the view of Homeland Security, approaches and other 
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Section -II 
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3. Carafano James Jay and Sauter Mark A. Homeland Security-A Complete Guide to  
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Section-I 

1. Political Aspects of Homeland Security: 
 

a) Political Structure/Polity in India 
 

b) How Political environment challenge Homeland Security in policy framing and 

implementation 

Section-II 
 

2. Social Aspects of Homeland Security: 

a) Social/Cultural diversity in India 

b) Security Challenges due to social diversity 

c) Social/Cultural diversity in strengthening Homeland Security 

Section-III 

3. Economic Aspects of Homeland Security: 

 

a) Economy as an element of National Security 
 

b) Economic potential and capabilities of India including Energy Security 
 

c) Role of economy in ensuring Homeland Security 

 

Section-IV 
 

4. Geographical Aspects of Homeland Security: 

a) Geographical dispositions and importance of India 

b) Challenges to Homeland Security 

c) Border management and recommendations 

d) Coastal management and recommendations 

e) Aerospace management  

 

Recommended Books 
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5.  Jalal Alamgir, India’s open economic policy, globalism, rivalry, continuity, Routledge,   
     2009. 
 

6. Organisation for Economic Co-operation and Development, The Security Economy,    

     OECD Publishing, 2004. 
 

7.  Pinkowski Jack (ed.), Homeland Security Handbook,CRC Press, 2008. 
 

8.  R. Korakandy, Coastal Zonal Management in India,Kalpaz Publications, 2004.  
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 Section-I 

1. Intelligence: 

a) Difference between Intelligence and Information, Types of Intelligence 

b) Practises involved in Information gathering and Analysis 

c) Intelligence and its relevance to Homeland Security 
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Section-IV 

4. Crisis / Emergency Management: 

a) Critical infrastructure: Vulnerability Analysis and Protection 

b) 
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SEMESTER- II 

 

Paper-V: State, Terrorism and Counter Terrorism 

Objective: The paper will dwell on various facets of terrorism, its methods and weapons, role 

of state and non state actors. 

INSTRUCTIONS FOR PAPER SETTER AND THE CANDIDATES: 

(i) The theory question paper will be of 80 marks and 20 marks will be for internal 
assessment. 

(ii) For improvement and reappear candidates, who have not been assessed earlier for 

internal assessment, the marks secured by them in theory paper will proportionately be 

increased to maximum marks of the paper in lieu of internal assessment. 

The paper setter must put below mentioned note in the question paper. 

NOTE: 
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c) LWE (Left Wing Extremism) 

d) Efforts of Centre and States in Countering terrorism and Challenges 

Section-III 

3. Securing Critical Infrastructure and Global/Regional Terrorism: 

a) Security of critical infrastructure 

b) Terrorism affecting the Region and its Global Implications 

c) Cooperation between countries for fight against Terrorism 

Section-IV 

4. Future Challenges: 

a) 
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10. John, Wilson, India's Intelligence Services Struggle with War on 
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4. The compulsory question shall contain 15 short answer-type questions covering the 

entire syllabus out of which candidates have to attempt 10 only.  Each short answer-

type question should not exceed 30 words and shall carry 2 marks. 

5. Attempt 4 questions in all from Sections I to IV selecting at least one from each 

Section. 

Section-I 

1.  Human Rights: 

a) Human Rights – Definition, Meaning and Rights under law 

b) Genesis of Human Rights 

c) Fundamental Rights listed in the Constitution of India 

2.  International/National HR Organisations: 

a) Fundamentals of HRs 

b) Role of UN and its organisations dealing with HR 

c) Agencies in other parts of the world 

d) NHRC in India and its charter 

Section-II 

3.  Legal Frameworks Dealing with Internal Security: 

a) 
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Section-IV 

7.  Case Studies: 

a)  Human Rights and COIN Operations – A Case Study of North Eastern States and    

State of Jammu and Kashmir 

b)  Human Rights and Counter Naxal operations 
 


