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B.Voc. (HARDWARE AND NETWORKING) Semester: I  

 

Paper Title: COMMUNICATION SKILLS  Paper Code: *GEN 101  Credits: 6 
 

 

Job Role: Field Technician-Computing and Peripherals 
 

 

Objective: The objective of this paper is to develop communication skills, discover what business 

communication is all about and learn how to adapt the communication experiences in life and to 

the business world. 

 

 

Instructions for Examiner: 
 

1. The syllabus of this paper has been divided into FOUR units. 
 

2. Examiner will set a total of NINE questions comprising two questions from each unit, including 

Question No.1 (compulsory) of short answer type covering the whole syllabus. 
 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 

4. All questions carry equal marks. 
 

 

UNIT-I 

 

Introduction to Communication: Need for Effective Communication, The Process of Communication, 



UNIT-III 

 





 



Paper Title: COMPUTER HARDWARE Paper Code: HWN-103 Credits: 6 
 

 

Job Role: Field Technician-Computing and Peripherals 
 

 

Objectives: Hardware Fundamentals enable the students to learn about hardware technologies, their 



 
formatting and deleting partitions using DISKPART in Command Prompt and Graphical User Interface. 

Antivirus: features and Significance, Installing third party application. Firewall: Introduction to firewall, 

Features of firewall. 

 
 
 

Practical based on HWN-103 

 

Instructions for practical: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 

2. Student will attempt any three question 

 

3. Each question carries 5 marks. 

 

4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

 

5. Practical paper will be conducted by the college in collaboration with the respective experts 

and marks will be submitted to Panjab University. 

 
 
 
 

Suggested Resources for Reading: 

 

1. Govindarajalu, B., IBM-PC and Clones – Hardware Troubleshooting and Maintenance, Tata 

McGraw Hill, 2nd ed. N.D. 
 

2. Basandra, S. K., Computers Today, Galgotia Publications 

 

3. Craig Zacker., The Complete Reference: PC Hardware, TMH Publication 

 

References Resources: 

 

1. Scott Mueller., Upgrading and Repairing PC, Pearson 
 

2. Jean Andrew., A+ Guide to Hardware, 6
th

 Edition 
 
 
 

 

************ 





UNIT-IV 

 



Paper Title: PRACTICAL ON NETWORKING-IPaper Code: HWN-105 Credits: 6 
 

 

Job Role: Field Technician-Computing and Peripherals 
 

 

Objectives: The objective of this paper is to provide in-depth knowledge about the concepts of 

networking. It offers integrated and comprehensive coverage of networking tools and devices. 

 
 

Instructions for Examiner: 
 
1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 10 marks. 
 
4. Practical file carries 10 marks and 40 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 

 

UNIT-I 
 

Networking Tools: Crimping tool, punching tool: Impact and Punch down Tool, Multi Punch Tool, RJ45 

Punch Down Tool, Impact Tool, Computer Punch Tool – deluxe, Cable cutter, I/O device, I/O Face Plate, 

I/O Box, LAN Cards, Connectors: RJ-11 (Registered Jack), RJ-45 (Registered Jack), F-Type, ST 

(Straight Tip) and SC (Subscriber Connector or Standard Connector), Fiber LC (Local Connector), MT-

RJ (Mechanical Transfer Registered Jack), USB (Universal Serial Bus), LAN Patch Panel, Network 

Switch Rack 
 

UNIT-II 
 

Testing and Networking Tools: Introduction, Types of tools: LAN Testers, Application tools: IP scanner, 

Test Network Speed, Bandwidth Monitor 2 Lite Edition, Netbrute Scanner, piecework’s IT Desktop, 

Ping, ipconfig, fstat, iproute, route, netstat, ipconfig /release, ipconfig /renew 

 
 

UNIT-III 
 

Working of cables: Coaxial cable, Unshielded twisted pair (UTP)



UNIT-IV 
 
Working on Hub and Switch: Types of Hub: Active Hub, Passive Hub and Intelligent Hub, Types of 
 
switches:  Unmanaged Network Switches, Managed Switches, Smart Switches. 
 

Setting up of network: UTP cables, Switch, LAN tester, Switch Rack, Patch Panel, Cable Manager, Cable 

tagging, I/O box, I/O face plate, patch cords, connectors, terminals. 

 

 

Suggested Resources for Reading: 

 

1. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 
 
2. Cisco Networking Essentials, Author: mcmillan, troy|author; John Wiley & Sons 
 
3. Vikas Gupta, Comdex Hardware and Networking Course Kit, 1st Edition, Dreamtech Press 
 
4. Crypto and Network Security, 3rd Edition, Mcgraw Hill Education 
 

References Resources: 

 

5. Cisco a Beginner's Guide, Fifth Edition, McGraw-Hill/Osborne Media 
 

6. Networking: The Complete Reference 1st Edition, Mcgraw Hill Education 
 
 
 

 

*************** 





UNIT III 

 

Introduction to Personality-Basic of Personality, Human growth and Behaviour, Theories in Personality, 

Motivation; Techniques in Personality development – Self-confidenc





2. Andrew Crane, Dirk Matten, Business Ethics, Oxford University Press, New Delhi. 
 

3. Daniel Albuquerque, Business Ethics, Principles and Practices (Indian Edition), Oxford 

University Press, New Delhi 
 

4. Fr. Floriano C. Roa, Business Ethics and Social Responsibility, Rexestore. 
 
 

 

References Resources: 

 

1. O. C. Ferrell, John Fraedrich, Linda Ferrell, Business Ethics: Ethical Decision Making & 

Cases, Cengagae Learning 
 

2. Michael Blowfield, Alan Murray, Corporate Responsibility – A Critical Introduction, 

Oxford University Press, New Delhi. 

 
 

*********** 
 
 
 

 

Paper Title: PERSONAL COMPUTING SOFTWARE Paper Code: HWN-203 Credits:6 
 

 

Job Role: Field Technician-Computing and Peripherals 
 

 

Objectives: The objective of this course is to familiarize students with Fundamentals of Information 

Technology and its applications. It enables the student to get practical exposure towards MS- Office tools 

 

Instructions for Examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 
 

UNIT- I 

 

DOS : Versions of DOS: Booting sequence; Warm and Cold reboot; Concept of File and directory , 
 



 
RD, TIME, TYPE, VER, VOL; External Commands: XCOPY, ATTRIB, BACKUP, RESTORE, FIND, 

SYS , FORMAT, CHKDSK, DISKCOPY, LABEL, MOVE, TREE, DELTREE, DEFRAG, SCA NDISK, 

UNDELETE. Batch Files: Introduction to simple batch files; Introduction to CONFIG.SYS and 

AUTOEXEC.BAT files. Graphical User Interface: Fundamentals of windows, types of windows, 

anatomy of windows, Icons, Recycle bin Operations on window: Opening a Window, Minimizing and 

Maximizing a window, Moving window, Resizing Window, Closing the window windows explorer 

Folders: Creating and deleting folders, copying, renaming folders, folder properties. Control panel. 

 

UNIT- II 

 

Word Processing Package: Basics of Word Processing; Opening and Closing of documents; Text creation 

and Manipulation; Finding  



Practical based on HWN-203 

 

Instructions for practical: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 

 
3. Each question carries 5 marks. 

 
4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 

 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 

 

Suggested Resources for Reading: 

 

1. Mathur Rajiv, 1996: Learning Word 6 for Windows Step-by-Step, Galgotia. 
 
2. Mathur Rajiv, 1996: Learning Excel 5 for Windows Step-by-Step, Galgotia. 

 

3. Jamsa, Kris A., 1993: Rescued by Windows 3.1, Galgotia. 5. Basandra, S.K., 1995 

 

References Resources: 

 

1. Computers Today, Galgotia. 
 
2. Kasser, Barbara, 1998: Using the Internet, PHI, 4th ed., New Delhi. 

 

3. Wall, David A. & Others, 1996: Using the World Wide Web, PHI, 2nd ed., New Delhi. 
 
 
 

 

********** 





UNIT- III 
 

Processor: Basics, performance factors, modes, instruction set, CISC, RISC, and Superscalar. Processor 
 
associates: clock, motherboard, system bus, cache memory, instruction pipelining. Printers: printer 

characteristics, type quality, print speed, impact vs nonimpact, and fonts. Inkjet printers: common 

features, operations, parts of inkjet printer, control panel, trays, cartridges, cleaning cartridges, replacing 

cartridges, clearing paper jams. Laser Printers: common features, operations, technology, control panel, 

trays, output bin, cartridges, redistributing toner, internal cleaning, paper jams, cancel printing jobs, 

setting preferences and defaults of printing, breakdown and break through. 

 





UNIT- IV 





UNIT- IV 

 



Paper Title: E-COMMERCE Paper Code: GC 302 Credits: 6 
 

 

Job Role: Network Support Engineer 
 

 

Objective: The objective of this paper is to provide fundamental knowledge to the students about E-

Commerce so that they can better perform in any area of operation and can excel in the field of commerce 

with IT specialization. 

 

Instructions for Examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 
 

UNIT I 

 

Electronic Commerce Framework, Basics and Tools of E-Commerce, Comparison of Web-based with 

Traditional Business; Growth of E-Commerce – Present and potential. E-Business: Meaning, Importance, 

Models Based on the Relationships of Transacting Parties (B2B, B2C, C2C and C2B), Present Status of 

E-Commerce in India 

 

UNIT II 

 

Changing Structure of Organization – The Impact of E-Commerce on supply chain management and 

customer relation, Socio-Economic Impacts of E-Commerce. Electronic Payment System: Types of 

Payment System — E-Cash and Currency Servers, E-Cheques, Credit Cards, Smart Cards, Electronic 

Purses and Debit Cards , Risk and Electronic payment Systems. 

 

UNIT-III 

 

Electronic Data Interchange (EDI): EDI and its applications in business; Legal, Security and Privacy 

issues in EDI, EDI standardization; Internet based EDI, Inte



UNIT-IV 

 

Enterprise Resource Planning: The Emergence of ERP Systems, Business benefits of ERP, ERP Modules 





 
printer, Adding printers. Working with fonts: changing, removing, adding, customizing mouse and 

keyboard use. 

 

UNIT- IV 

 

System properties and the device manager Management tools, DOS sessions, Explorer, Memory 

configuration, Safe mode Install and uninstall applications, Setup/troubleshooting issues. Maintaining and 

optimizing disks: Disk Cleanup, Disk defragmenter, Compressing and uncompressing folders and files. 

Encrypting and decrypting folders and files. 

 

Practical based on HWN-303 

 

Instructions for practical: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 5 marks. 
 
4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 
 
Suggested Resources for Reading: 

 

1. Jamsa, Kris A., Rescued by Windows 3.1, Galgotia. 
 

2. Basandra, S.K., Computers Today, Galgotia. 
 

3. Mathur Rajiv, Learning Word 6 for Windows Step-by-Step, Galgotia. 
 

4. Mathur Rajiv, Learning Excel 5 for Windows Step-by-Step, Galgotia. 
 

References Resources: 

 

1. Darril Gibson, Microsoft Windows Networking Essentials 1st Edition. 
 
 

 

********* 



Paper Title: ROUTING & SWITCHING Paper Code: HWN-304 Credits: 6 
 

 

Job Role: Network Support Engineer 
 

Objective: This course provides an integrated and comprehensive coverage of networking topics from 

fundamentals to advanced application and services, it enable the students to enhance career development 

skill in the field of networking. 

 



UNIT- IV 

 



Paper Title: ROUTING CONFIGURATION & NETWORK CONNECTIVITY 
 

Paper Code: HWN-305 Credits: 6 
 

Job Role: Network Support Engineer 

 

Objective: Routing technology provides an integrated and comprehensive coverage of networking topics 

from fundamentals to advanced application and services, while providing opportunities for hands on 

practical experiences and career skill development. 
 
Instructions for Examiner: 
 
1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 10 marks. 
 
4. Practical file carries 10 marks and 40 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 
 

UNIT- I 
 

Functionality of Router and Switch: Describe basic routing concepts: packet forwarding, router lookup 

process, Process Switching/Fast Switching/CEF, Configure and verify utilizing the CLI to set basic 

Router configuration: hostname, local user and password, enable secret password, console and VTY 

logins, exec-timeout, service password encryption, Interface IP Address, loopback, banner, motd, copy 
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UNIT-IV 
 

Configure and verify inter VLAN routing (Router on a stick), sub interfaces, upstream routing, 

encapsulation, Configure SVI interfaces, Manage Cisco IOS Files, Boot Preferences, Cisco IOS Images 



B.Voc. (HARDWARE AND NETWORKING) Semester : IV  

 

Paper Title: ENVIRONMENTAL STUDIESPaper Code: * GEN 401 Credits: 6 
 

 

Job Role: Network Support Engineer 
 

Objective: The objective of the paper is to understand the basic concepts of the natural environment, to 

identify the different sources of pollution and their related effects, and to have awareness about the 

conservation strategies and laws followed in India. 

 

Instructions for Examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 
 

 

UNIT-I 

 

Basics of environment:Introduction, concept of biosphere—lithosphere, hydrosphere, atmosphere. 
 
Ecology, types of ecosystems, natural resources-types, importance, conservation. 

 

UNIT-II 

 

Renewable and non-renewable resources.Concept of sustainable development. Biodiversity: 

Definition, hotspots, national parks, biosphere reserves, wildlife sanctuaries. 

 

UNIT-III 

 

Pollution: Air, water, soil, noise and marine, Natural and anthropogenic sources of pollution. Effects of 

different types of pollutions Primary and secondary pollutants.Radioactive and thermal pollution. Acid 

rain 



UNIT-IV 

 

Global environment issues: 



Paper Title: PROJECT MANAGEMENT Paper Code: GC-402 Credits: 6 
 

 

Job Role: Network Support Engineer 
 

 

Objectives: 



Suggested Resources for Reading: 

 

1. Project Management - Choudhary - TataMcGraw Hill Pub. 
 

2. Project Management: The Managerial Process (Special Indian Edit.) -Clifford F Gray, 



Paper Title: WINDOWS SERVER ADMINISTRATION 
 

Credits: 6 

Paper Code: HWN-403 

 

 

Job Role: Network Support Engineer 
 

 

Objective: The objective of this paper is to provide practical knowledge to the students about the 

Network Server. This course is meant to examine Windows Server while giving maximum learning 

potential to new Windows Administrators and Windows Developers. 

 



UNIT-III 

 

Microsoft Windows Server: Deploying and Managing Windows Server, Introduction to Active 

Directory Domain Services, Installing Domain Controllers, Managing Active Directory Domain Services 

Objects, Automating Active Directory Domain Services Administration, Implementing Dynamic Host 

Configuration Protocol, Implementing DNS, Implementing Local Storage, Implementing File and Print 

Services. 

 

UNIT-IV 

 

Windows Security: Firewalls, Spyware, viruses, User accounts security, Search strategies System 

performance, Troubleshooting tools, Windows registry. Administering Windows Server: Configuring and 

Troubleshooting Domain Name System, Configuring and Troubleshooting DN



Paper Title: NETWORK ADMINISTRATION & TROUBLESHOOTING 
 

 

Paper Code: HWN-404 Credits: 6 
 

 

Job Role: Network Support Engineer 

 

Objective: The goal of this course is to train students to an exceptionally high standards in network 

planning, implementation, administration and support. 

 

Instructions for examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 
 

UNIT-I 

 

Backing UP and Restoring IOS Software and Configuration: Boot system commands, IOS file system, 

backing up configuration to a TFTP server, restoring configuration to a TFTP server, backing up the IOS 

software to a TFTP server, restoring/upgrading the IOS softwa



UNIT-IV 

 



Paper Title: SWITCHING CONFIGURATION & NETWORK CONNECTIVITY 
 

Paper Code: HWN-405 Credits: 6 
 
 

 

Job Role: Network Support Engineer 

 

Objective: Switching technology provides an integrated and comprehensive coverage of networking 

topics from fundamentals to advanced application and services, while providing opportunities for hands 

on practical experiences and career skill development. 

 

Instructions for examiner: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 10 marks. 
 
4. Practical file carries 10 marks and 40 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 



UNIT-III 

 

Configure and verify initial switch configuration including remote access management: Hostname, 

management IP address, IP default-gateway, local user and password, enable secret password Console 

and VTY logins, exec-timeout service password encryption, copy run start, Verify network status and 

switch operation using basic utilities such as: ping, telnet, SSH. Describe how VLANs create logically 

separate networks and the need for routing between them, Explain network segmentation and basic traffic 

management concepts, Configure and verify VLANs. 

 

UNIT-IV 

 



B.Voc. (HARDWARE AND NETWORKING) Semester : V  
 
 

 



Suggested Resources for Reading: 

 

�  Chou-YaLun: Statistical Analysis, Holt, Rinchart and Winslon. 
 

�  Levin, Richard I. & David S Rubin: Statistics for Management, Prentice Hall of India, Delhi. 
 

References Resources: 

 

1. Aczel, Amir D.: Complete Business Statistics, Irwin. 

 

********* 



Paper Title: INTRODUCTION TO RESEARCH METHODOLOGY AND REPORT WRITING 
 

Paper Code: GC 502 Credits: 6 
 

 

Job Role: Network Administrator 

 

Objective: The objective of the module is to familiarize the students with basics of research methodology 

like types of research, data collection, sampling techniques and report writing. 
 
Instructions for examiner: 
 

1. The syllabus of this paper has been divided into FOUR units. 

 

2. Examiner will set a total of NINE questions comprising Two questions from each unit, 

including Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 

3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 

4. All questions carry equal marks. 
 

 

UNIT I 
 

Research - Meaning, Characteristics, Types, Process and Utility,. Research Design - Meaning, Types and 

Features of good research design. Qualitative and Quantitative research.Importance of review of 

literature.The research proposal. 

 
 

UNIT II 
 

Primary and Secondary data.Methods of data collection. Measurement and scaling, Designing of 

Questionnaire and schedule. 
 

UNIT III 
 

Sampling Design and Sampling procedure. Sampling and non-sampling errors.Data analysis and 

interpretation.Role of computers in research. 

 

 

UNIT IV 
 

Business Reports and Proposals: Introduction, Meaning a Report? Steps in Writing a Routine Business 

Report, Format of Proposals, Four Key Elements in Winning Business Proposals; Case Studies. 







 
Communication: The bulletin board –news, write, mesg, talk, mail, elm, pine, finger, vacation and 

connecting to remote machine. 

 

UNIT -IV 

 

System administration Common administrative tasks, identifying administrative files – configuration and 

log files, Role of system administrator, Managing user accounts-adding &deleting users, changing 

permissions and ownerships, Installation of Linux system– Linux Installation requirement, complete 

Procedure steps, Partitioning the Hard drive, System startup and shut-down process, init and run levels. 

File system mounting, lpstat, backup strategy, installing software on Linux. 

 

Practical based on HWN-503 

 

Instructions for practical: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 5 marks. 
 
4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 
 
Suggested Resources for Reading: 

 

1. Tim Parker: Linux Unleashed, Techmedia Publishing House. 
 

2. Norton, P.: Complete guide to LINUX, Techmedia. 
 

3. Komarinski, M.: LINUX System Administration Handbook, AW. 
 

4. John Goerzen: Linux Programming Bible, IDG Books, New Delhi. 
 

 

References Resources: 
 

 

1. Venkateshmurthy, M.G.: Introduction to UNIX & Shell Programming, Pearson Education. 
 

2. Tery Dawson, Gregor N. Purdy, Linux Network Administration Guide, Oreilly. 
 
 

 

******** 





UNIT-III 

 

Manage and Configure VMs: Workstation Display Preferences, Unity Mode, Encrypting VMs, Moving 

VMs, Understanding the UUID, Understanding Cloning, Cloning VMs, Changing Hardware 

Compatibility, Exporting VMs. Configuring Devices:Configuring DVDs, Configuring USB Controllers, 

Managing the VHD, Compacting the VHD, Expanding the VHD, Defragmenting the VHD, The Virtual 

Disk Manager, Configuring Keyboard Features 

 

UNIT-IV 
 

VM Networking: Understanding VM Networking, Common Network Configurations, Changing Default 

Network Config, Understanding Bridged Networking, Understanding NA



Paper Title: ADVANCED ROUTING AND SWICHINGPaper Code: HWN-505Credits:6 

 

Job Role: Network Administrator 

 

Objective: Routing and Switching technology provides an integrated and comprehensive coverage of 

networking topics from fundamentals to advanced application and services, while providing opportunities 

for hands on practical experiences and career skill development. 

 

Instruction for examiner: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 10 marks. 
 
4. Practical file carries 10 marks and 40 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 
 

UNIT- I 
 

IP Addressing (IPv4/IPv6): Describe the operation and necessity of using private and public IP addresses 

for IPv4 addressing, Identify the appropriate IPv6 addressing scheme to satisfy addressing requirements 

in a LAN/WAN environment. 

 

UNIT- II 

 

Identify the appropriate IPv4 addressing scheme using VLSM and summarization to satisfy addressing 

requirements in a LAN/WAN environment. Describe the technological requirements for running IPv6 in 

conjunction with IPv4, dual stack, Describe IPv6 addresses, global unicast, Multicast, link local, unique 

local, eui 64, auto-configuration. 

 

UNIT- III 

 

Network Device Security: Configure and verify network device security features: Device password 

security, enable secret versus enable, Transport, disable telnet, SSH, VTYs, physical security, service 

password. 

 

UNIT- IV 

 

Describe external authentication methods. Configure and verify a basic WAN serial connection, 

Configure and verify a PPP connection between Cisco routers, Configure and verify Frame Relay on 

Cisco routers, Implement and troubleshoot PPPoE. 



Suggested Resources for Reading: 

 

1. Lacoste, CCNP Routing and Switching TSHOOT 300 - 135: Official Cert Guide, Pearson India 
 
2. Todd Lammleccna, Routing and Switching Study Guide, Wiley India Pvt Ltd 
 
3. CCNA Cisco Certified Network Associate Study Guide 3rd Edition, Mcgraw Hill Education 
 

References Resources: 
 
1. Mcmillan,Cisco Networking Essentials, Author:  Joh48(d)10.86LWi



B.Voc. (HARDWARE AND NETWORKING) Semester : VI  

 

Paper Title: - ENTREPRENEURSHIP DEVELOPMENT PROGRAMME 
 

Paper Code: *GEN 601Credits: 6 
 

 

Job Role: Network Administrator 

 

Objective: EDPs aim at training various target groups in entrepreneurial traits so that they obtain 

adequate information, motivation and guidance in setting up their own enterprises. 

 

Instructions for examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 

 

UNIT-I 

 

Entrepreneur: Definition, nature, and characteristics of entrepreneurship: Emergence of entrepreneurial 

class including women entrepreneurs: Theories of entrepreneurship: Socioeconomic environment and the 

entrepreneur. Characteristics of Entrepreneur Leadership, Risk taking, Decision making and business 

planning. Innovation and Entrepreneurship, entrepreneurial behaviour and motivation. 
 

UNIT-II 

 

Small Business as a Seed Bed of Entrepreneurship: Concept of business venture. The start-up process, 

Concept, Plan, Implementation, Initial Strategic Planning, Product and Marketing Scope, Legal and Tax 

consideration, Risk analysis and financial considerations. Profit Planning in Small Enterprise: Growth 

Strategies and diversification. 

 

UNIT-III 

 

Finance Management in current operations and expansion of capital. Role of Small Business in the 

national economy, National Policies for small business development, Governmental and Non-

Governmental assistance.Contribution of Commercial Banks in promoting and servicing small 

business.Small business and modern technology. 





Paper Title: TOTAL QUALITY MANAGEMENT Paper Code: GC 602 Credits:6 

 

Job Role: Network Administrator 

 

Objective: The objective of the paper is to provide knowledge to students of the concepts of total quality 

management and to inculcate among them a concern for quality and customer satisfaction. 

 



Suggested Resources for Reading: 

 

1. ‘Total Quality Management’ by A.V. Feigenbaum, McGraw-Hill Publication. 
 

2. ‘Total Quality Management’ by J.S. Oakland, Butterworth – Hcinemann Ltd., Oxford Press. 
 

3. ‘Quality Management – Concepts and Tasks’ by V. Narayana&N.S.Sreenivasan, New Age 

International. 
 



Paper Title: WIRELESS COMMUNICATION AND NETWORKING 
 

Paper Code: HWN- 603 Credits: 6 
 

 

Job Role: Network Administrator 

 

Objective: This course will enable the student to study about wireless networking and communication 

along with different technologies. 

 

Instructions for examiner: 

 

1. The syllabus of this paper has been divided into FOUR units. 
 
2. Examiner will set a total of NINE questions comprising Two questions from each unit, including 

Question No. 1 (compulsory) of short answer type covering the whole syllabus. 
 
3. The students are required to attempt one question from each unit and the entire Compulsory 

Question No. 1. 
 
4. All questions carry equal marks. 
 

UNIT I 

 

Wireless communication systems: Introduction-Evaluation of mobile radio communications, wireless 

communication systems example, paging systems, cordless telephone systems, various wireless systems 

compression. Mobile wireless communication systems: 2
nd

 generation cellular networks, 3
rd

 generation 

wireless networks, wireless in local loop, wireless LAN, Bluetooth and personal area networks (PAN). 

 

UNIT II 

 

Cellular system design fundamentals: Allocation of spectrum, basic cellular system, frequency reuse, 

channel assignment strategies, handoff strategies, interference and system capacity, trucking and grade off 

service, improving coverage and capacity, cell splitting. Multiple access technique for wireless 

communications: introduction to multiple accesses, FDMA, TDMA, spread spectrum multiple access, 

SDMA, packet radio, capacity of cellular systems. 

 

UNIT III 

 

Wireless Networking: Difference between wireless and fixed telephone networks, development of 

wireless networks, fixed network transmission hierarchy, traffic routing in wireless networks, wireless 

data services, common channel signalling. Wireless WAN: mechanism to support at mobile environment, 

communication in the infrastructure , iIS-95 CDMA forward channel, IS-95 CDMA risers channel, packet 

and frame formats in IS-95,IMT -20000, forward channel in W-CDMA and CDMA 2000, reverse 



 
channels in W-CDMA and CDMA -2000 GPRS and higher data rates, short messaging service in GPRS 

mobile application protocols. 

 

UNIT IV 

 

Wireless land: Historical overviews of the land industry, evolution of the wan industry, wireless home 

networking IEEE 802.11 the PHY layer, Mac layer wireless ATM, Hyperlink, Hyper Lan-2 

 

Orthogonal frequency division multiplexing: basic principles of orthogonality single versus multi channel 

systems, OFDM block diagramOFDM signal mathematical representation. 

 

Practical based on HWN-603 

 

Instructions for practical: 

 

1. Examiner will set total of four questions covering the whole syllabus. 
 
2. Student will attempt any three question 
 
3. Each question carries 5 marks. 
 
4. Practical file carries 5 marks and 20 marks for practical work and viva-voce. 
 
5. Practical paper will be conducted by the college in collaboration with the respective experts and 

marks will be submitted to Panjab University. 

 
 
 

Suggested Resources for Reading: 

 

1. Wireless Communications, Principles, Practice – Theodore, S. Rappaport, PHI, 2nd Edn., 2002. 
 

2. Wireless Communication and Networking – William Stallings, PHI, 2003. 
 

3. Wireless Digital Communications – KamiloFeher, PHI, 1999. 
 

4. Principles of Wireless Networks – KavehPahLaven and P. Krishna Murthy, Pearson Education, 

2002. 
 
References Resources: 

 

1. Wireless Communications – Andreaws F. Molisch, Wiley India, 2006. 
 

2. Introduction to Wireless and Mobile Systems – Dharma PrakashAgarwal, Qing-AnZeng, 

Thomson 2nd Edition, 2006. 
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IPv6 verification plan, Configure IPv6 routing, Configure IPv6 interoperation with IPv4,Verify IPv6 

solution was implemented properly using show and debug commands, Document results of IPv6 

implementation and verification plan 

 
 

UNIT-III 
 

Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set of 

requirements: Create a redistribution implementation plan based upon the results of the redistribution 

analysis, Create a redistribution verification plan, Configure a redistribution solution, Verify that a 

redistribution was implemented, Document results of a redistribution implementation and verification 

plan, Identify the differences between implementing an IPv4 and IPv6 redistribution solution 

 

UNIT-IV 
 

Implement Layer 3 Path Control Solution: Create a Layer 3 path control implementation plan based upon 

the results of the redistribution analysis, Create a Layer 3 path control verification plan, Configure Layer 

3 path control , Verify that a Layer 3 path control was implemented Document results of a Layer 3 path 

control implementation and verification plan, Implement basic teleworker and branch services, Describe 

broadband technologies, Configure basic broadband connections, Describe basic VPN technologies, 

Configure GRE, Describe branch access technologies 

 

Suggested Resources for Reading: 
 
 

1. CCNP: Routing, CCIE No Kevin Wallace, Sean Odom, Todd Lammle 
 

2. CCNP Routing and Switching V2.0 Official Cert Guide Library, Author Kevin Wallace, David 


